International Journal of Legal Studies Ne 2(14)2023 ISSN 2543-7097

CYBERSECURITY MANAGEMENT - CURRENT
STATE AND DIRECTIONS OF CHANGE

ZARZADZANIE CYBERBEZPIECZENSTWEM —
) STAN OBECNY ORAZ KIERUNKI ZMIAN

Received: 09 December 2023
Revised: 15 December 2023
Accepted: 22 December 2023
Published: 31 December 2023

Mirostaw Karpiuk
Prof. Dr. Hab., University of Warmia and Mazury in Olsztyn
Faculty of Law and Administration, Department of Administrative Law and Security Sciences
Obitza 1 St, 10-725 Olsztyn, Poland
ORCID: https://orcid.org/0000-0001-7012-8999
* Corresponding author: e-mail: miroslaw karpiuk@uwm.edu.pl

Wojciech Pizlo
Prof. Dr hab. Eng., Warsaw University of Life Sciences
Institute of Management
Nowoursynowska 166 St, 02-787 Warsaw, Poland
ORCID: https://orcid.org/0000-0002-5212-0990
* Corresponding author: e-mail: wojciech_pizlo@sggw.edu.pl

Krzysztof Kaczmarek
PhD, Koszalin University of Technology,
Faculty of Humanities
Eugeniusza Kwiatkowskiego 6e St, 75-343 Koszalin, Poland
ORCID: https://orcid.org/0000-0001-8519-1667
* Corresponding author: e-mail: puola@tlen.pl

Abstract

The objective of this paper is to analyse the threats arising from the rapid development of infor-
mation and communication technologies (ICTs) without which contemporary information-based
societies would not be able to function properly. The authors have advanced the thesis that most
perpetrators turn to social engineering methods to carry out cyberattacks, while users of infor-
mation systems are the weakest links of every cybersecurity management system. The article is
also an attempt to define the notions of cybersecurity and cybersecurity management. To this
end, the authors have analysed the applicable legal regulations.
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They have also explored cyberthreats to which small and medium-sized enterprises are exposed,
and demonstrated opportunities for further research into the issues being discussed.

Keywords: cybersecurity management, crisis management, digital society, ICT systems, critical
infrastructure

Streszczenie

Celem artykutu jest dokonanie analizy zagrozen jakie niesie za soba szybki rozwdj technologii
komunikacyjno-informacyjnych, bez ktorych wspolczesne, oparte na dostgpie do informacji,
spoleczenstwa nie sag w stanie prawidtowo funkcjonowaé. Autorzy postawili teze, ze wigkszos§¢
cyberatakow jest dokonywana przy wykorzystaniu technik inzynierii spolecznej, a w kazdym
systemie zarzadzania cyberbezpieczenstwem najslabszym ogniwem jest uzytkownik systemu
informatycznego. W artykule podjgto rowniez probe zdefiniowania pojecia cyberbezpieczen-
stwo i zarzadzanie cyberbezpieczenstwem. W tym celu zostata przeprowadzona analiza obowig-
zujacych przepisoOw prawnych.

Autorzy dokonali rowniez analizy cyberzagrozen, na jakie narazone sa mate i §rednie przedsig-
biorstwa oraz wskazali mozliwosci dalszych badan nad omawiang problematyka.

Stowa kluczowe: zarzadzanie cyberbezpieczenstwem, zarzadzanie kryzysowe, cyfrowe spote-
czenstwo, systemy teleinformacyjne, infrastruktura krytyczna

Statement of the problem in general outlook and its connection with important
scientific and practical tasks

The digitisation of global economy contributes to the increasing cybernetic risk. The
number of attacks is growing steadily. Cybercriminals turn to innovations to search for
new areas and methods to acquire valuable assets belonging to various entities. Cyber-
security involves an “arms race” where attackers (intruders) and defenders fight
against each other by limiting access to valuable resources. The assurance of cyber
resilience forms part of proper management, and it can be achieved through raising the
awareness of enterprise employees. Artificial Intelligence (Al) and Machine Learning
(ML) are being applied in various spheres of industry, infrastructure and cities. If they
are appropriately used in cybersecurity management, they may raise its effectiveness
[1]. Cybersecurity protection has become a key task because of numerous instances of
attacks, including hacker attacks and data breach incidents that caught the attention of
the public. Effective cybersecurity protection involves not only the application of tech-
nical defence measures, such as firewalls or anti-virus software, but also the role of
employees who have the knowledge of the ways to counter cyberattacks.

The proper functioning of contemporary societies, states and supra-national structures
is, to a large extent, based on access to information. At the same time, technological

advancement has encouraged most societies to move a substantial part of their
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operations and activities to the Internet (communication, online banking, tax office
settlements, and access to various databases). Infrastructure management and control
functions are also most often performed via the Internet. Therefore, one of the key
tasks of public authorities is to ensure the digital security of societies. The functioning
of information societies is based on ICT networks and systems. This makes societies
extremely vulnerable to disruptions that affect their functioning. The threats to the IT
sphere of societies have increasingly severe consequences, and cyberattacks may be
used to exert economic or political pressure. In the event of major crises, operations in
the IT space may constitute tools of influence supplementing traditional armed forces.
The current times have been putting us to a test, with faster and more extensive trans-
formation than ever before in the history of mankind. The multitude of information
and the outburst of information technologies are powerful driving forces, changing all
aspects of social, political, cultural and economic life. The effects of information rev-
olution are particularly profound in the sphere of national security strategies. Most
political phenomena and processes are reflected in cyberspace, and some of them are
nowhere else to be found [2].

In practice, any disruption in the functioning of ICT networks might result in the una-
vailability of social services and the paralysis of the state. The absence of network
access might result in a situation where it is not possible to access funds, where
transport control systems and some medical services are disabled, and it is not possible
to monitor power supply networks. In turn, disruptions in electricity supplies affect the
operation of all critical infrastructure components.

Threats to the normal functioning of ICT networks and web services can have various
sources. They include both the activities of malicious actors consisting in, for instance,
unauthorised access to data and information, technical failures by fault of users or be-
yond their control, and physical damage to ICT infrastructure. In turn, the activities of
malicious external actors may be based on exploiting the vulnerabilities of technical
safeguards and the unawareness of cyberthreats resulting from insufficient levels of
users’ digital competencies. For these reasons, comprehensive cybersecurity manage-
ment is one of the key elements assuring the secure and proper functioning of individ-
uals, societies, states and other structures. In this context, cybersecurity management
should be understood as the coordination of activities that are undertaken to provide
the security of data, information systems and ICT networks. The notion also refers to
the optimal use of resources aimed at taking action against a wide range of cyberat-
tacks, including measures to counteract external cyberattacks. This refers not only to
attacks via the Internet but also to those involving malware that may be placed, for
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example, in external data storage media. It should be noted, at this point, that unau-
thorised data access is possible even with devices that are not connected to the Internet,
e.g., with the use of USB drives. This might result from both intentional actions and
the lack of appropriate procedures having been developed or applied in practice.

In the context of cybersecurity management, emphasis should also be placed on the
notion of information security, broadly understood as a measure to maintain the con-
fidentiality, integrity and availability of information stored by enterprises and organi-
sations. As per the ISO/IEC 27001 standard, information security management is not
only related to the protection of information systems but it is also aimed at ensuring
the security of personal data, commercial information and other information that con-
stitutes trade secret. Furthermore, protection against information loss is a legal obliga-
tion imposed on all entities engaged in business operations, and its breach is punishable
with severe criminal sanctions [3].

Cybersecurity management is a sphere of security management aimed at ensuring the
proper functioning of digital society. The notion combines information security man-
agement, web service continuity management, and preparation for crisis situations.
Therefore, it can be stated that cybersecurity management is an element of crisis man-
agement. These issues are significant due to the tense international situation and the
growing level of threats arising from hostile activities in cyberspace. Such actions may
be inspired by criminal groups, states or groups of states, and may be targeted against
individuals, institutions, states or supra-national structures. Due to the technological
progress and emerging threats, cybersecurity management requires continuous modi-
fications. It is necessary to predict potential cyberthreats and to develop suitable meth-
ods to counteract them.

Analysis of latest research where the solution of the problem was initiated

The current state of research on cybersecurity management is dynamic and it continues
to evolve in response to emerging threats, technologies and transformation in the dig-
ital environments and in the global balance of power. Cybersecurity management stud-
ies are most often conducted from the following points of view:

- Risk Management: research into the identification, assessment, management and
monitoring of cybersecurity. This sphere includes both the technical aspects and risk
management at the organisational level. These issues have been studied, inter alia, by
Abdulmajeed Alahmari and Bob Duncan. Their research into cybersecurity manage-
ment in small and medium-sized enterprises shows that such entities are turning to new
technologies, such as cloud computing; however, in a vast majority of enterprises,
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there is no understanding of the actual cyberthreats, which in turns makes them in-
creasingly vulnerable to such risks [4].

- Incident Management: a process aimed at effectively responding to security incidents
to minimise damage and restore the normal operation of systems. In the context of
cybersecurity, it includes incident identification, analysis and response, and the process
of restoring systems to their normal state. Research into the methods of responding to
cybersecurity incidents and related problems has been conducted, inter alia, by Marios
Toannou Eliana Stavrou and Maria Bada [5].

- Threat Intelligence: a study of effective methods for collecting, analysing and using
threat intelligence to be better prepared to handle potential attacks. These issues have
been studied, inter alia, by Martin Lee [6].

However, scholars have not conducted any studies that would adopt a comprehensive
approach to cybersecurity management, including technical and social aspects of the
issue in the context of cybersecurity management as a part of crisis management.

In Poland, cybersecurity is the object of research being conducted, inter alia, by Dari-
usz Prokopowicz who deals with the issues of electronic data exchange [7] and safe
use of cyberspace by enterprises [8], whereas Andrzej Pieczywok studies the social
aspects of counteracting threats in cyberspace [9], and their humanistic [10] and polit-
ical [11] aspects.

Matgorzata Czuryk specialises in the legal aspects of cybersecurity. She analyses the
status of local governments in that sphere [12], the observance of human rights and
liberties in cyberspace [13], as well as cyberthreats in the context of declaring one of
the states of exception [ 14]. She also deals with financial issues related to cybersecurity
[15]. Pawet Pelc also examines the legal and financial aspects concerning cybersecu-
rity [16]. Jarostaw Kostrubiec [17], Krzysztof Gawkowski [18], Katarzyna
Chatubinska-Jentkiewicz [19], and Piotr Milik [20] also focus on cybersecurity in their
research.

Foreign scholars analysing threats in cyberspace include Istvan Hoffman [21],
Miroslaw Kelemen [22], Oksana Evsyukova [23], and Andras Bencsik who explores
the military aspects of cybersecurity [24], including the legal status of cyberarmies
[25].

Aims of paper. Methods

The objective of the research was to analyse the possibilities to effectively develop a
comprehensive cybersecurity management system. The analysis included data con-
cerning digital competencies of societies, state digitisation levels, and cases of
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successful attacks. Only non-classified data were examined. Moreover, hypothetical
emergency situations that might be caused by cyberattacks were analysed.

The main research method was literature review, supplemented by the hypothetico-
deductive method.

As regards the legal aspects, two research models were applied: the doctrinal legal
research method and the theoretical legal method. The doctrinal method was used to
analyse legal regulations in terms of efficient cybersecurity management. The theoret-
ical legal method allowed the assessment of actions aimed at ensuring proper cyberse-
curity management. Both methods are frequently used in legal studies.

Exposition of main material of research with complete substantiation of obtained
scientific results. Discussion

Cybersecurity can be defined as a collection of measures adopted at a given enterprise,
as well as tools, employees’ expertise, and security strategies and concepts related to
efforts aimed at minimising risks. The interdisciplinary nature of cybersecurity studies
includes a wide range of knowledge of law, computer studies and, in particular,
knowledge in the sphere of management. It is an area where the aspects of rules, tech-
nologies and human organisational behaviours are merged. In scientific literature, cy-
bersecurity is described as the convergence of people, procedures and technologies to
protect an organisation (enterprise), individuals (employees) or networks (an organi-
sation’s IT resources) against digital attacks and, in a broader sense, against third party
interference. The issues refer to technical and organisational measures taken to protect
digital resources of an organisation against unauthorised access or use [26]. The notion
also refers to the following functions: risk management, insurance against cyberattacks
or, in general terms, against interference of unauthorised persons in data systems in
place at a given organisation. In addition to access control or “zero trust” policies [27],
a potential strategy is to adopt offensive strategies that consist in searching for cyber-
netic threats and eliminating them in advance, before the organisation’s data system is
compromised [28]. Cybersecurity is defined as the convergence of human actions, pro-
cedures and technologies where the goal is to protect the cybernetic assets of an organ-
isation and its employees against digital attacks. It is mainly about actions that are
taken both in the technological and organisational sphere, with a view to securing dig-
ital assets against unauthorised third-party access or the unlawful use of such assets.
The objective of the organisation is mainly to ensure security and uninterrupted func-
tioning of web infrastructure, such as, for instance, computers, communication lines,
software and data which form part and serve the purpose of using the Internet [26].
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Cybersecurity is also described as a skill — the ability to protect the network, hardware
and data against unauthorised access or illicit use, and the practice of ensuring confi-
dentiality, integrity and availability of information [28]. The definitions highlight the
multidimensional and interdisciplinary nature of cybersecurity, and demonstrate the
need to adopt a holistic point of view on enterprise digital security systems. It is nec-
essary to specify both the rules of operating in cyberspace in national and international
dimensions, and in technical and managerial dimensions.

In literature, cybersecurity is defined as the protection of IT (Information Technology)
and OT (Operational Technology) networks. IT includes technologies for the pro-
cessing, storage, transmission and management of information, bringing together the
activities of organisation managers on computers, computer networks, databases and
software, the focus being on information security. OT, in turn, is focused on technolo-
gies and systems related to monitoring, controlling and managing physical production
or operational processes. It is centred around such devices as sensors, industrial con-
trols or industrial automation. The goal of OT is to effectively manage and control
industrial operations, production, energy consumption and physical facilities. In the
past few years, there has been a growing trend to integrate IT and OT as part of the
IT/OT convergence concept. Such integration brings benefits for organisations, allow-
ing them to better manage production and operational processes, while caring for the
safety and integrity of IT systems and operational technologies.

The level of detail in cybersecurity management in an enterprise might differ, depend-
ing on the level of cybersecurity maturity that such organisation has managed to reach.
Digital security management can be described as a collection of organisational re-
sources, processes and its structures that might protect the organisation concerned, and
entities cooperating with it [30] in cyberspace, against incidents that infringe their
property rights. The level of organisations’ preparedness for “intruder’s” interference
depends on the techniques at hand, and on the knowledge and competencies of the
management staff. Individual levels of digital maturity of an organisation at the current
stage of technological development, in the sphere of cybersecurity, can be specified as
follows: level one [31] involves management staff’s limited awareness of threats in
cyberspace, taking provisional measures in the sphere of cybersecurity and the absence
of any standard rules, procedures or threat control at various organisational levels;
level two is characterised as a low risk-awareness level and involves the management
staff having a basic knowledge of threats in cyberspace, implementing risk manage-
ment processes and measures aimed at developing procedures and implementing poli-
cies for cybersecurity control; level three consists in formalising actions to audit
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system availability to intruders, standardising innovation procedures, and determining
the scopes of cybersecurity control; level four involves an active, smart and fast re-
sponse to threats affecting an organisation, including, in particular, the sphere of cy-
bersecurity. The level also consists in the continuous monitoring of threats through
mitigating the threats observed in information systems and adapting appropriate pro-
cedures to such threats. It should be stressed that the first level concerns digital security
management at an organisation and includes a marginal level of knowledge of threats
to the organisation’s functioning. In turn, level four concerns proactive management,
anticipating any potential threats. The activities that an organisation’s management
staff undertake include the anticipation of possible threats, introduction of safeguard-
ing procedures, as it is the case with the “Zero trust” strategy.

Enterprises that manage digital security by adopting various types of action strategies
may use specialist cybersecurity tools, designed to prevent unauthorised access to their
networks, and these may include authentication procedures, firewalls and various ac-
cess management systems [29]. As part of their strategies, enterprises can focus on
managing cybersecurity procedures separately for IT and OT networks. They might
also often decide to outsource some IT services to specialised data centres [32]. While
searching for optimal solutions in the sphere of cybersecurity, enterprises invest con-
siderable funds to ensure cloud data safety, to develop technologies to secure data and
provide update functions, and to offer employee training [33]. Employees are a signif-
icant investment area, as the knowledge they gain at training courses, particularly in
the field of cybercrime, efficiently improves information system security. Knowledge
exchange takes place through sustained cooperation with academic circles. Active cy-
bersecurity management in an enterprise entails employee education processes as a
vital factor reducing the risk of negligence or omission in respect of cybersecurity of
information systems [34]. Enterprise resources to boost cybersecurity resilience are
also enhanced, and it is often effected through centralised management [26]. Decision-
making functions are centred around strategic planning and proactive risk management
policies. Organisational culture also undergoes transformation to promote active ap-
proaches to developing skills necessary to protect digital resources and combat
cyberattacks. The management of risks related to information technology is often
shifted to company board level. Investments in new information technologies, such as
Machine Learning and Artificial Intelligence, are important areas of enterprise devel-
opment. Enterprises search for state-of-the-art tools allowing the detection of intruder
interference in the information systems of a given enterprise and any cooperating en-
tities, as well as detection of malware and web traffic analysis [36]. Artificial
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Intelligence and Machine Learning have found their place in digital security manage-
ment, providing the ability to support the protection of systems against cyberattacks
[37]. Good examples of using Al in cybersecurity management include web traffic
analysis, detection of network intrusions, identification of malware and spam detec-
tion. The application of Artificial Intelligence can potentially reduce cyberthreat risk.
It is possible to point to the following elements mitigating such threats [38], i.e., secu-
rity system robustness, its response to threats, and resilience. The first element, the
robustness of a cybersecurity system in an organisation is founded on the identification
of the parts of an information system that remain stable in the face of adversarial at-
tacks, which means that they can be subjected to self-testing and self-healing. The sec-
ond element of the system is Al-based response through the ability to learn from every
intruder interference or a direct attack targeting system components. Al is able to di-
agnose the type of “intruder activity” and boost defence capabilities, for example,
through generating “baits” or honeypots. The latter are tools developed to attract cy-
bercriminals and collect information on their methods, targets and attack techniques.
The information collected through the honeypots may be used to refine safeguarding
systems and adapt an organisation’s security system in their policies. The third area of
cybersecurity system stability is its resilience. Artificial Intelligence may help a cyber-
security system withstand an attack. Resilience can be based on a system of algorithms
detecting cybernetic threats and identifying any anomalies.

Effective cyberattacks are mostly caused by one of the following factors:

- weak passwords and authentication: Users often use weak passwords or have the
same passwords in multiple locations. If a password is compromised, the hacker may
gain access to a lot of user’s services,

- no software updates: outdated software, including operating systems, web browsers
and applications, increases susceptibility to potential cyberattacks,

- no anti-virus and anti-malware safeguards: not having such software or not updating
it regularly increases the risk of infecting the device with malware.

- no cybersecurity training: awareness of cybersecurity is critical, as otherwise users
are prone to phishing or social engineering attacks.

- failure to observe the principle of least privilege (PoLP): the provision of excessive
authorisation to users might result in facilitating access to important data; particularly
when the attack is targeted against a user with excessive authorisation,

- no network monitoring: insufficient network monitoring might mean that an attack
remains unnoticed for a long time, allowing unauthorised persons to move around the
affected system freely,
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- improper security system configuration: improper firewall configuration, no appro-
priate access rules or improper configuration of safeguarding systems may open doors
for potential attackers,

- no back-up: if an organisation does not generate back-up copies regularly, it is likely
to become more vulnerable to ransomware attacks,

- known system vulnerabilities: hackers often exploit known vulnerabilities in the soft-
ware which has not been updated yet, in order to gain access to systems,

- no coordinated incident response plan: organisations that do not have a clear incident
response plan may encounter obstacles in providing fast and effective response to
cyberattacks.

The results of analyses show that users are the weakest link of cybersecurity manage-
ment. This does not need to result from the low level of digital skills, but may be the
outcome of ignoring safety procedures and rules. This, in turn, may be caused by rou-
tine. Another factor that can weaken cybersecurity management systems includes dis-
ruptions in both horizontal and vertical information flows. The causes of such disrup-
tions can also be attributed to users.

As regards the context of normative conditions of cybersecurity, the Polish legislator
regulated the issues of cybersecurity in the National Cybersecurity System Act of 5
July 2018 (consolidated text, Journal of Laws of 2023, item 913, as amended), herein-
after referred to as the NCSA. The Act also includes the definition of cybersecurity
which, under Article 2 (4) of the NCSA, is understood as the resilience of information
systems against actions which compromise the confidentiality, integrity, availability
and authenticity of processed data, or the related services provided by those infor-
mation systems. The legislator refers to ensuring the protection of information systems,
which comprise ICT systems and the data processed there. As per Article 3 (3) of the
Act of 17 February 2005 on the Computerisation of Entities Performing Public Tasks
(consolidated text, Journal of Laws of 2023, item 57, as amended), an ICT system is
defined as a set of cooperating IT hardware and software, providing a possibility to
process and store, as well as send and receive, data via ICT networks with the use of
an end device suitable for a given network type. As regards the military sphere, the
armed forces operate the military telecommunications systems which, under Article
17(1) of the Homeland Defence Act of 11 March 2022 (consolidated text, Journal of
Laws of 2022, item 2305, as amended), ensures telecommunication activities for: (1)
organisational entities and units, including military units during their deployment or
stay outside the territory of Poland; and (2) organisational units of foreign armed forces
or foreign state authorities temporarily staying on the territory of the Republic of
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Poland under agreements to which Poland is a party, if relevant technical capabilities
are available.

The management of ICT systems, notwithstanding whether they are public, military or
civilian, requires qualified staff that not only have suitable expertise in cybersecurity
management and effectiveness of such systems, but also skills allowing them to apply
that expertise and effectiveness in practice. The personnel will need to take actions
which, on the one hand, allow a wide access to services rendered in cyberspace, and,
on the other hand, provide security against interference into the normal functioning of
ICT systems through which the services are provided. Professional staff members are
the foundation of efficient cybersecurity management, no matter the sphere it occurs
in.

In Article 2(4) of the NCSA, the Polish legislator defines cybersecurity as the resilience
of information systems to actions which compromise the confidentiality, integrity,
availability and authenticity of processed data, or the related services provided by those
information systems. Therefore, cybersecurity management needs to entail all these
elements, namely the confidentiality, integrity, availability and authenticity of the pro-
cessed data or related services, though not always in the same extent, depending on the
nature of the services, the categories of information being processed (public, personal,
confidential, or commercial data), and the threat that might infringe the operation of
an ICT system, or even paralyse it. It also depends on the damage that the disruption
may cause.

The NCSA refers to incident management (under Article 2 (5) of the NCSA, an inci-
dent is understood as a phenomenon which has or might have a negative effect on
cybersecurity) and risk management (under Article 2 (12) of the NCSA, risk is defined
as a combination of probability of an adverse event and its consequences).

Under Article 2 (18) of the NCSA, incident management (as an element of cybersecu-
rity management) is understood as incident handling, identification of links between
incidents, elimination of incident causes, and the development of conclusions arising
from incident handling operations. Given the above, incident management is related to
its handling, which is defined, under Article 2 (10) of the NCSA, as activities allowing
incident detection, recording, analysis, classification, prioritisation, the adoption of re-
medial measures, and mitigation of incident impact. Incident management is related to
both countering and eliminating cyberattacks, and removing their outcomes. It includes
preventive, ongoing, and follow-up actions. This corresponds to three stages of cyber-
security management related to the fight against the negative events in cyberspace.
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Under Article 2 (19) of the NCSA, risk management is understood as coordinated ac-
tions in the sphere of cybersecurity management in relation to estimated risks. As re-
gards risk management forming part of cybersecurity management, the prediction,
identification and analysis of risk should be taken into account, together with the con-
sequences that such risk may have.

In legal terms, cybersecurity management needs to take into account the fulfilment of
the objective laid down in Article 3 of the NCSA, which is to ensure cybersecurity at
the national level, which entails the uninterrupted provision of essential services and
digital services through reaching an appropriate level of security of the information
systems used to render these services and through ensuring incident handling opera-
tions. In this aspect, cybersecurity management refers to three elements: uninterrupted
provision of essential services, uninterrupted provision of digital services, and incident
handling.

Under Atrticle 2 (16) of the NCSA, an essential service is a service which is essential
for the maintenance of critical societal and/or economic activities, entered in the list of
essential services. Under Article 8 of the NCSA, operators of essential services are
obliged to put in place a security management system within the information system
used for providing a given essential service. The objective is to be achieved through:
(1) maintaining regular risk assessment for incident occurrence and managing such
risks; (2) implementing appropriate and proportional technical and organisational
measures for risk assessment, taking into account the state-of-the-art; (3) collecting
information about cybersecurity threats and vulnerabilities in the information systems
used for providing essential services; (4) providing incident management; (5) applying
measures to prevent and mitigate the impact of incidents on the security of the infor-
mation systems used for providing essential services; and (6) applying means of com-
munication to allow suitable and safe contacts as part of the national cybersecurity
system. At the level of essential service provision, cybersecurity management must
take into account all the above-mentioned aspects in order to be effective and to protect
the ICT systems used by operators of essential services against cyberthreats and their
consequences.

Cybersecurity management, in the context of essential service management, is also
related to crisis management. Owners, owner-like possessors or lessees of facilities,
installations, and devices which constitute critical infrastructure are obliged to protect
them, as laid down in Article 6 (5) of the Crisis Management Act of 26 April 2007
(consolidated text, Journal of Laws of 2023, item 122, as amended), in particular
through preparing and implementing critical infrastructure protection plans in line with
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the anticipated threats, and maintaining their own back-up systems to ensure security
and the continued functioning of the infrastructure, until it is restored in full to its
working order. If they are, at the same time, operators of essential services, they have
additional cybersecurity obligations, including the proper cybersecurity management.
The objective of crisis management is, inter alia, to protect critical infrastructure
against threats that might impact its functioning. The operation of critical infrastructure
that relies on ICT systems might be disrupted by cyberthreats. Therefore, its protection
must take into account cybersecurity rules which allow its proper functioning, which
means that it is not only about predicting, counteracting and eliminating threats, but
also about removing the damage caused by adverse events [39]. Cybersecurity man-
agement should also take into account the protection of critical infrastructure that con-
tributes to the stability of the state and economy.

Under Article 2 (15) of the NCSA, a digital service means a service provided by elec-
tronic means, as listed in the Annex to the NCSA. In line with the definition set out in
Article 2 (4) of the Act of 18 July 2002 on the Provision of Services by Electronic
Means (consolidated text, Journal of Laws of 2020, item 344, as amended), the provi-
sion of services by electronic means is defined as the provision of a service without a
simultaneous presence of the parties (remotely), through the transfer of data at the cus-
tomer’s individual request, transmitted and received with the use of electronic data
processing devices, including digital compression and data storage, and fully sent, re-
ceived and transmitted via a telecommunications network. Digital services include the
following services provided by electronic means: (1) an online marketplace — a digital
service that allows consumers and/or traders to conclude online sales or service con-
tracts with traders, either on the online marketplace’s website or on a trader’s website
that uses the services provided by the online marketplace; (2) a cloud computing ser-
vice — a digital service that enables access to a scalable and flexible pool of computing
resources shared by multiple users; and 3) an online search engine — a digital service
that allows users to perform searches of all websites, or websites in a particular lan-
guage, on the basis of a query in the form of a keyword, a phrase or other input, dis-
playing links in which information related to the requested content can be found. Under
the NCSA, cybersecurity management related to the assurance of an uninterrupted pro-
vision of digital services concerns three types of services, i.e., online marketplaces,
online search engines and cloud computing services. As a rule, it covers the private
sector and the national cybersecurity system developed alongside the public sector.
Therefore, cybersecurity management will also need to have a systemic dimension,
whereby cybersecurity is perceived as a global phenomenon, instead of merely
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something that is guaranteed locally by individual entities responsible for the security
of the ICT systems they hold. It will also need to take into consideration the priorities
and tasks shared across the system and similar organisational solutions. The actions to
be taken in the sphere of cybersecurity management will not always be the same at
various levels and stages, which is directly related to an existing or potential threat,
and the reach and hardship of its consequences, if such threat has indeed occurred.
Numerous scholars point to the fact that centralised management significantly contrib-
utes to reducing the risk of “intruder’s” interference in the information security system
in place at a given organisation. Small and medium-sized enterprises (SMEs) are re-
garded as entities that are particularly exposed to cybercrime threats. They are the most
immature and not resilient to emergency situations. The need for investments in cy-
bersecurity technologies should be taken into consideration to mitigate the risk for
SMEs. Cooperation and information exchange between enterprises play a vital part in
efforts to counter cyberthreats. Another vital factor in reducing the risk of cyberattacks
is to have proper infrastructural resources to improve system security and decrease the
frequency of security incidents.

In the macro sphere, a need for creating international cooperation networks has been
indicated [29], with a view to exchanging information and resolving cybersecurity is-
sues at national, regional and civic levels. Politicians should implement cybersecurity
models [40] to gain citizens’ trust and engage them in the development of a system for
the protection of financial and personal data systems. Educational initiatives in this
sphere are vital to solve the problem of insufficient employees’ cybersecurity skills
[32]. The engagement of multiple entities in cybersecurity [41] may boost the use of
information and communication technologies in enterprises, and improve management
conditions. The improved protection, coupled with education in the field of cyberse-
curity, might contribute to creating as safer and more productive space for utilising
new technologies [42]. The security of information systems can increase the invest-
ment attractiveness of economy sectors where regulatory authorities place particular
emphasis on security conditions. Cybersecurity education programmes should be tai-
lored to students’ preparation levels and labour market needs, in order to solve the
problem of continued shortages of cybersecurity staff [43].

Conclusion

In numerous publications, enterprise size is quantified in various ways, taking into ac-
count the number of employees, the total value of assets, market potential, etc. How-
ever, there are no studies on the issue of “enterprise size” and the impact of security
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breach events in an organisation on stock value fluctuations. Every attack, for example,
a hacker attack or data loss, results in the reduction of trust to the attack victim. It is
advisable to conduct research that would be aimed at defining not only the technolog-
ical deficiencies in safeguards but also the consequences for proper management and
the economic outcomes of third-party interference. The analysis of the effects of intro-
ducing legal regulations on security events and their consequences might constitute the
basis for future laws and motivate states that fall behind in terms of enacting relevant
provisions. In addition, the results of the study confirm that the negative consequences
of security breach incidents are usually less burdensome for the shareholders of large
companies, compared with smaller entities.

ICT systems, particularly those that are responsible for the stability of the state and its
economy, must be duly protected. They also play a vital role in society, so their relia-
bility and security must be a priority in the activities of entities responsible for the
functioning of the systems, which refers to both the public and the private sector [44].
Cybersecurity is thus a major part of public policies and private business operations
based on cyberspace. Both sectors (private and public) need to implement cybersecu-
rity management systems in their activities, allowing them to operate ICT systems that
are resilient to cyberattacks.

It should be stressed that the state is engaged in the development of information soci-
ety, which also triggers the need to ensure cybersecurity, and which is reflected, inter
alia, in investing in the development of information technologies, including admin-
istration itself, in the sphere of contacts with citizens, and also in respect of funding
the construction and upgrades of telecommunications infrastructure. These actions are
aimed at solving the related issues. They include eliminating digital exclusion, protect-
ing consumers in electronic trade, combating cybercrime, developing electronic pay-
ment systems, respecting the privacy of individuals, and protecting intellectual prop-
erty rights [45].

Cybersecurity management should take into account the objectives set out in the Cy-
bersecurity Strategy of the Republic of Poland for 2019-2024, adopted by the Council
of Ministers on 22 October 2019 (Official Gazette of the Republic of Poland of 2019,
item 1037). These include the main objective, i.e., to improve the level of resilience to
cyberthreats and to increase the level of information protection in the public, military
and private sectors, and to promote knowledge and good practices helping citizens to
better protect their information, as well as specific objectives, i.e., to develop the na-
tional cybersecurity system, to increase the level of resilience of information systems
operated by public administration and the private sector, and to provide capability to
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effectively prevent and respond to incidents; to boost the national potential in the
sphere of security in the cyberspace; to raise awareness and social competences in the
sphere of cybersecurity; and to build a strong international position of the Republic of
Poland in the sphere of cybersecurity.

In the context of tense international situation, climate change, and the likelihood of
extreme weather conditions or energy crisis, the potential physical damage to ICT and
power supply infrastructure should also be taken into consideration. In such cases, the
functioning of societies based on access to information may be disrupted. It seems to
be a considerable challenge to prepare societies for such circumstances. In the context
of cybersecurity management, it is important to have a working back-up power source,
in particular in the case of network service providers, as a sudden power outage may
result in system failure and the inability to restart the system after electricity supply is
resumed.

As regards further research into cybersecurity management systems, the key issue
seems to be to conduct analyses concerning users susceptibility to cyberthreats, in par-
ticular attacks based on social engineering. This particularly refers to management staff
and board members in organisations, as they have access to the critical points of infor-
mation systems. It can be assumed that individuals in managerial positions (and their
devices) are most often used to get unauthorised access to information systems. There-
fore, from the perspective of cybersecurity management, individuals managing organ-
isations and institutions should be required to take part in cybersecurity training.

It is also advisable to conduct analyses concerning the conformity of cybersecurity
management procedures with the actual circumstances.
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